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6.5.3 DDNS ®iF

A CAE N TS LE) DOS IR, i Ping fivd (fll: ping avery12345.3322.0rg) 1
7 DDNS 275 HHksh. FHRESETH 1P Hhk (flin. 58.246.187.126), ilF WS4 1%
MriEmG. vER: SO, WAALEMEH NAT &, M Internet FXRAE ping #4511 IP
Hihl,  SUBEAARMT HHZI A XN 1P ik

Pinging averyl2345.3322.org [58.246.187.126]1 with 32 bytes of data:

Reply from 58.246.187.126: bytes=32 time=1ms TTL=63
Reply from 58.246.187.126: bytes=32 time=1ms TTL=63
Reply from 58.246.187.126: bytes=32 time=1ms TTL=63
Reply from 58.246.187.126: bytes=32 time=1ms TTL=63

Ping statistics for 58.246.187.126:

Packetz: Sent = 4, Received = 4, Lozt = 8 (Bx loss>.
Approximate round trip times in milli-—seconds:

Minimum = 1ms,. Maximum = 1ms. Average = 1ms
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PPTP{E BHlZ®E 112
11 BT t—7 F-T BFN & £ w %
R | Epmp PIIPHAL | iEiRP P 7 RS | &iEikas ERmE R (Byte) | AR (Bte) | R
192.168.1.1 255.255.255.0 EiEE | 0R0AET 475 168 9 8 <
O ik 1 £k (FnErs | FEnEss | [ #erasn | (M) (@) ()

B 12-14 PPTP B 4ufs BFIEK 2

12.2 IPSec

12.2.1 IPSec ®iR

B 2 bR 5 IS USSR & g, &R0 VPN H R Z AT, IPSec VPN I i v H
) 2K VPN 2R 2 — . IPSec & QRN LR 1P W45 22 4 3i A5 1) — T Ohr e s 91l
EIRAL R L] IS AIAIE. AL CRAE T E s AL, DAENLHIPRIE T B2
K SR I AR A T BAEARA LR A AT BERSA AL T

IPSec AEFEHLLL T 55 -
® HuHLEE: 1PSec Kk Uy it M4 it i b AT I

o Mulnse et IPSec Bl R AE T BRI EATINIE, LR DR A 7 A% fan il A v B
P

® HUEUIANIE: IPSec 7ERMGm AT AWIERIE IPSec ) SCHI A IR &5 &ridh, LA TR3L
P F S

® HUifh: IPSec HMUy nIAL I I B LBl A KR 3

12.2.1.1 ZEmiES T AR

IPSec (IP Security Protocol), IP P& &&Pi: IPSec /& IETF & —RFIWL, LA
TRUELE Internet F AR KR 1) e AR B MERE, AR 7 Z RILE 1P JZ it in 2% 55 B Y ik ok
TREEHRE O AE Internet EARSI ML M. S 3 PE R S .
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IKE (Internet Key Exchange), FERFMEAATH: IKE F T35 X7 W g A AL 22 4 T
AL EAH o \KE & ST 3845 U7 AT SR S0E S Wi s S DL R A i S 3 R IR T

DES (Data Encryption Standard), FEm#tr#E: DES J& IPSec i FH (1) —Fp &t
S, R AT I

3DES (Triple Data Encryption Standard), =fZ##n#tr#E: 3DES /& IPSec 1 H 11
IR I S, TN S kAT HE DES SR B RN

AES (Advanced Encryption Standard), &M% br#E: AES J& IPSec 1 1 —Fh¥ds
n# %k, 5 DES #1 3DES MLk, AES Bnmil. 4.

DH (Diffie-Hellman Group), —Fh&EHAMBETE: WEMRUT & B KX AR, R
TR 7 A 8, Geat v S nT 43 21— AU SR AR 445 34, Xl fe T A AE
FEST RIS, T3S IPSec RAM L4 ME. DH A —/NEEMJEM:: group (411P),
A7 5 FhIEA group, AN group 17: B 1024 {7 /) MODP 41 (group2). #£h
1536 117 ) MODP 41 (group5).

MD5 (Message Digest 5), 14 EIMERA 5. M E KRG B 16 FH 344 1% 128 7
B (FRES 725 40 A IR B (5L BT AR s Cln R N FIAREDD T30 E
PERIAIR I BT E RN e

SHA-1 (Secure Hash Alogrithm1), Z&BFIEE 1. MEEKEE B 20 7 HE
B 160 AL EFIIE R . EHACN S MD5 B 224y, PR e AR RO B K

SA (Security Association), Z&BHE: EW R EHE . IPSec VPN B&iE Jfil
o AT 22 S W, AT A SR A U ) R AT 1) 2 2 S HOE B, B A
SA. SA NF T BT BTAE 55 N S0 . 7 v 31 RIS FH (85 B RN e A Tk B A B T 4
FRIGFTA], SA P

SPI (Security Parameter Index), Z2ZSHRT]: SPI %hr LR —AKER 32 AL £
SR, e bR U B T SA.

AH (Authentication Header), AiE®:k: J&T IPSec )—Fithil. %M T4 IP %L
PRt e v . B e RS . 5 ESP WM LL, AH AR A5 2
T 45

ESP (Encapsulating Security Payload), #$&2&ffr: & T IPSec fI—Fihil. &
TR P AR AL E GR35 =5 ANl WD B i 5 2k LSO B Jsst bk (36, 1)
i HA B E IR

PSK (Pre-Shared Key), TILEF4H: IKE GIM6IE 52—, CEREGA IKE X457 i
F AT SCRIBE 2 [ 3R 6T IKE AT S 50 00F

BB BB B RIS AL # L (IKE) @57 IPSec liE %21k (SA),
7 EIEAT BT BRI o AE2E—F B S 5 B M ILIRAE S 3 I F U s i — S R U B s
IPSec SA [f Al 7255 B 25 VR IR 1 TN AAIE ] . 5 i) IPSec
SA.

Main Mode and Aggressive Mode, EHEAMEFEEN: IKE H3hbhigiE m s —mEe,
A DLEE AR A O Ao R AT . AR, Rl R 8y 2 TR EA T = ORI
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5 BACHe, RINAE R Bapia N, Rt oy Fm N5 SRR Rl 6 %, AEAGHAT IR RS
e, RILH=4HE.

DPD (Dead Peer Detect): JE#IXtimtal: 14 DPD, HE% & WK SA X5 &5 1E %,
W 28 32 2 1 13

IPSec NAT-T (NAT-Traversal), IPSec NAT FiBH A : iZ ARSI T IPSec Wil ZFiE NAT
&

12.2.1.2 Z2EE

FEMA B Z AL —A> IPSec VPN BEIE Il HHEAT 2243805 Z /i, AT T AUtid 15 3]
T AN 2 RS HOR N2, R el SA. SA 2l —XHRER %22
2l (SPI) « HFR 1P ik LLRAE T 0 22 42 B il 4 1o

it SA, IPSec B&i nf AR AL LU R 224 ik
o HUEME Gaidin#)

o NATEREME GEIHHRINIED

o RIZJFNUEAIAR] G5 3 AED

—. REREEL

2R (SA) J& IPSec BEIEXU I T Wi IR EEIE 2 4 AT RTINS S il T
IPSec XU itif, FEAMAHE A SA, —AHIERIZNCK BX b8, — SRR IEEdE
XTI

L SA, i EEAT AN BB

o FEEE—BYBL AT XU U il PR BUE AT, A Sl B O DA 2 A IR
(fEiE CRYIKE SA), BEIliER T O/9m T IPSec SA P FL .

o FEESBYBL WEXUT N IPSec WhRiINE AL B AEAF LA GIE S
s AAUE A - Edfa ffimiE (B IPSec SA).

1. SB—BrE

5B By LU T EF AR, (Aggressive Mode) m{ i, (Main Mode), AN W Fh
B, XU PP AS ] J7 v A2 (1) e A48, il

o ek (DES. 3DES Fll AES128/192/256) FIAIF4TYE (MD5 fil SHA-1)
e Diffie-Hellman 41 (i&Z [ A [1)“Diffie-Hellman A2 #:")
o TiJLTEEIH

R P P S S ) SR 2 BT ) A D — AL — B Be i S B, R BN S B, — Rk
ISR — B Beh BB 5 R o B A N AT I, H AT 2 (RN SO 8 A —Bir B e i
B VR E LRI LB A NWARNTTIN, AT AR 415 18 3 S — B B i i
FL
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> FEHEAMBEEEK (Main Mode / Aggressive Mode)

BB TR AR R AR A B BT, IR R Bk
EAE SRR T IR Ny 2 TR HEAT =AU B ACHe RIS A5 ED LAE L M Ihfg
o WA (R RI2): RIS AR,

o B URACH:, (fiE 3F14): 4T Diffie-Hellman A2 #, it )7 R J5 &4 fik—4 24
B CBEALAE 51D

o RIRALHR, ((FES5ME): KIXIFRUEHLH .

R = IRAZHAT RN AR A KA S R A A e T RIS S R g o DAL, AR SO
S 5E NS0, st 7 HRREE TR

SRR RSy A Ny SRR X 5, ABALHEAT I IRA e, AT =401 R

o H—ZINHE: KREFEW SA, KL Diffie-Hellman A2 #, KiE— Y L IKE &
£y o

o RARNE: MANJTREAZ SA, NIRRT, KIE AT L IKE B4, BLUERIE
M S 77 B UE S Cp SR AL HAE S )

o RTAME: REFUGFWN T, AR,
H T2 5E 009 4 A SCrh Al (ERTHZ& B, O AR RS B R
L I

* IPSec BEIENIERTT AN Ty B AELBIAM . BhZERLBIM OGN, A2l Y 24
AT o

» Diffie-Hellman #Z#t

Diffie-Hellman ZZ#etb#R“DH Ac#e”, & VXU AR — NS . B RIS TE
FVFIBAE XU AEAR 2 2P A EE Y], AL EHOL =8 P M 2 A5 . IO TMEA
DH 41 (BEascifdl 2 M 4 5), e A5 b Bl 1 S8 NN R, R g -

e DH4l2: 1024 fifsi%y

e DH4l5: 1536 fufisl

BHOBK, SR ES S g A (HE, BUEOEOR, AR BOd B
¥ wor:

T 55> DH 4B /INERAS ], DRI IPSec BEE 15 X7 w2045 FHAH [R] 40
2. HITHB

EBEEPV i A AEU\lEE’JiZ:‘%L_L): B AR PAT S B, ARSI B, KRS
IPSec SA LU 35 ik IPSec P& &5 1 % .

L5 Bt REAH AL, 3845 XU AS B LU € BAE SA FR I 2 224 5 B B
SOLLAG > 24l CHRTBEE SCRF ESP) APTIE RN A e Sk .
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AEAEL — B BOR AR, 2 B B R AR R s AT, JF AR = A R

= REBRERNYEF

—H SA @ 75ERE, IPSec WU AZ4EY" SA, itk SA LM, IPSec LT
JIESBL SA B BRI -

1. SA HEfFHTE]

FERE L SA HUPMRTIRT, U7 Ui % SA HUEAFI L, 4247 I LA 35 5 O 0
TR AR SR SA. IR TR OIR, I Tk W8

WEB Ul 77 UF, 7E VPN BZE—>IPSec M ki rh, nl g E AL A7 i) )" A i R

TS E A SA HEENFER R RGE TR (1202 DH SSHAN G FTEUE SO, S FRAREEE
P PRI SA B ZEAF IR TALIHE 3 B0 8 1 LR CHVBY ARt 1 /N30 1 50D, fEA U0,
HI XU ANBETLARR N 7 (GRABL PING [RIZhEE), A5 XUy R BB 2 1EH T AR
(0, A7 T3 KL T AN AT IR IR ) e B X7 PR Do 08 A e, 3045 1) g — T IR AN e
I XU HIIERR B T W, B GR v L CRAEAER ) — T ROk EdE, &R BOERE (SA
W, RIENR, EREZE BRI, IR MR ERRNZ 5 IPSec SA
T #8SE A IR, AT 18] () A8 TE AR S8 A IEHY o ROMRSL I 5 VK (K0 0 22 L B v
IPSec SA BN, PRI RT AT EE e 3 S REA A I o IXFH B L IPSec"DPD”, DPD i
SA W ) Ffekh s8I0 A7 1 o

2. DPD (Dead Peer Detect)

IPSec DPD & Wil SA X5 & it A4, #£ SA HYEAFIN (8] Al KU Va5 A
X7 A T AT IR, R R AT IR, DUME AL ) 26 A2 A G SO £ e i e &5 — 4> e AN
A BN EHLORFF SA, IR S WIE 3 04 20 Ak 1 3pfZedy, XU I8 I As 0
BRI Ty AT IR, SRR Z A0 E, IPSec DPD 2 i il HUBT A it SA Bhid .

WEB Ul 7550 ~, 76 VPN ZZ&—>IPSec [1J“m gk I, n] i it 3%+ “DPD" & 1>k 3 H DPD
Tyfe, T e P R Bk ke A s AR 3

12.2.1.3 IPSec NAT &%

177 S R AT, 358 NAT #50R 1 IPSec VPN 25 11 ] {8 — 75 1 T3 08 1 9 25 Hi -4
e (NAT) ZJ5H IPSec X177 . Internet AR &5 HEAE R AN S0 NI B2 IR 2y (SOHO) M &%
T HE ) NAT s AN A3 1P Hhik. SR NAT A B T8 R 41 1P Hohikasia), {H2 A
WL TE W1 IPSec 2 1wk Sy B Sy >k T in) il

76 NAT X IPSec i h B2 i rf, S —AN R IR, X T s 3 e A bl
(ESP) "kiit, NAT & & AAe il 1 ##1) Layer 4 (35 4 )2) GSkME (FAER
BN o SN CAHD "Bk it, NAT ¥4 GEE o 5, ARSI T,
TFRGHEAS IPSec B IV ER 2t 2 R0

—HF A IPSec NAT 75 (NAT-T) [P AR IEAEH Internet TFEAT452H 11 IPSec %5 T
VELFRIE L
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£ IPSec P f, FITHGR LA B PSS 0 A 3 52 SCHF IPSec NAT-T (X 10U -

o S IPSec XLy GHH A% am it BHLD MWaR IPSec Xt/ GEH
A RSS A e HREIAT IPSec NAT-T,

o ENIZIHMHART R EAAAELEM NAT,

WP GAT RN A B, IR A 05 ¥ A6 IPSec NAT-T Kitiid NAT k%2 IPSec {R47 1
Wi WARILH— Iy AR IPSec NAT-T, AT H LI IPSec Bhig (ZERTPI/NMEEZJA)
FIPSec 4. WX HRCKE IPSec NAT-T, {HZEAIZEALEE NAT, AT H LK
IPSec x4

4 $8R: IPSec NAT-T 104 ESP Jife X If, AH FEILES I NAT B4,

BT LAY H NAT 253% (NAT-T) Zhig. NAT-T 4658 — W BOASHd R by, 5 2 A As il
RIUAAE A NAT Bk a, Kedsin—/= UDP &% GEH{H] UDP4500 %), M
I NAT 355

WEB Ul 5 UF, 1F VPN BZE—>IPSec M“m ik i, wl il % -p“NAT 238" 10k i
i NAT Z5E I fE .

12.2.2 IPSec £ B¥IF#

#BEN VPN BZE—>IPSec Wi, BEEHAHICH) IPSec FEIESE R, 41 SA IR iz b <
Bk g N R L A HBERSE )4 1A

IPSecis BRIz 11200
M B-W T F-F REW #iE # m E

D | F7 | SARE TR TRAE | FHEE | RN =
O) o1 EER 200200202127 192.168.16.1 WAN1 192.168.1.1 £
O] ¢ 12Tk &%) (B8 awas ) Werezs ) (G

& 12-15 IPSec £ B FI&

# R 4 IPSec MEB TR M ENAIEBRI AN N, “HSL AT,
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12.2.3 IPSec i &

IPSec SCHRFI =FERLTT 3, 00000 WIOCRIMISC, BIASIER R MG X T sl & E R R A .
NS AR =R T SR B S HUN

2 IPSec fFIiE Ui 2 A IP 2N CRHE DDNS)D I, B iy i i A “ sh A8 89 507
NI AIESER RN FRERT . Hrhahds IP ARk B ER BRI B
NI MR TT s Ty 3mWEH] “ X shZ&ERBIAM” AT, WOumNy .

12.2.3.1 MRB|M

EEAL R |

EESTRI: R |
P F |u. 0.0.0 |
P FIHERD |255. 255, 256, 0 |

EH

s

PRI 192, 168, 16. 1 |

PIFIHERS | 255. 266. 268, |
EEER

= anER

I UEE E |Esp-aes128 w

LRI

&%) [EE) @8 EE)

®

Y

B 12-16 MEF|M <
U7y WIS - vk o B k| | SN

@ ocHihE (4D IPSec BEIE i M Sl (BiBKA%), BE NN, AR
FEBEE DNS Jiks54%, S Beg o Wbz, Wk 1P bk R, B

Hihi IPSec B&iE .

WL IPSec BEIE L 3 R4 I A I AOAE— IP Muhik, iR 2 B s L

WIS % B 1P Mt

WIS : IPSec FEIERT L 3 ORA 1 N I 5~ I RS, fnn Rz i 2 B sh H i LT, I
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5 255.255.255.255.

A

® AHhglE BN RS A, B DUE BUR I M 8% PPTP #5582 1. an 3ok IPSec
R LB e Bz b, B4 s 2t iz i O B ok s T IPSec Ay, LU
SE AT A A2 B A AT N RN R = A

® ARl A2 ORY I AR 1P dhik.

& AR AHSZORYA KT PR .

RAETRIN:

® POt R PO EEY], &K 128 M.
@ IEOAUESNA 10w R i Bl R AR A B S RS

12 VPN it &

il

#

BRI
T—hE
MEE | TE e
H7FRTIE 28800 il
I EEE |3|:!ES-m|:!:‘-gr-3L||32 vl
=T EEE2 |3des-sha-gr-3u|32 vl
EEEES |des-mdf-gr-3u|32 vl
EEE E4 |des-sha-gr-3u|:|2 vl
E_RE
nssi e 2 | ————————————— vl
IR B | ————————————— vl
i IECR T o= b | ————————————— vl
HIFRIE (3600 il
Hi
mEE [
DFD [
oLk il
NATEIE [
wa
HEFF il
EEREIREEIREEE]
B 12-17 IPSec BMIEH——FHER
BB
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®

®

&

PRI BEE S BOR P R A, WA AN B A s LR M
RPN, IR B HIEEI ROV BhERL B W T sl R,
LRI AR

AFI ] BE IKE SA AAFITa], 2=/ 600 #0, RN a2 540 FPIN, KeH0Hr
P IKE SA.

INEIAESTE (1-4): BEE R — B Beblh rg A RO AL, nT LR FEDUAl, 410
AN Sk DAES 2 DH A4 .

BB

®

®

INEDAESTE (2-4): BEEL HrBebh pg A R A IS L, g =4, n EAEseAR
ZHRCE T ORCE R —4, L4,

HEAFI ] B IPSec SA [AAFINTA], Z2/b 600 #0, RIS A 540 F0I, SA K
L, EFTERAT IPSec SA.

FoAt

®

PUER: WERGRMPUER. HHE, MO SFFPUERDh6E, M n] LRl
(R A o e ot 95 DL, BLERY B AN

DPD: W& Z i DPD. JAMJE, & SA HIEAFI TN, ¥k & WAk Dbtk il
XML Ak, R RGIER, WMARELEERZ 0B, W IPSec DPD il
HUHTAE SA PR -

ks BEEAIL OB I ] R FE, BOAE N 20 B2 BCEXAE)A, OGS RERE ST I
8] CORai ™) T i AL S SRR X i A A5 A4 o

NAT 735 o FHEIGE NAT %555 ThEE .
S B NAT Z5i% N UDP B 115, B4 (i 4500,

Yirs: T NAT B DIRe)n, B R RERe AL (] (“4ERE”) 1a) NAT B A0k — K
P LAAESF NAT WU, IXFEAN T2 5 250 NAT A, B35 — B Born 28 —Bir Bei SA
3], BRIAMEN 20 75,
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12.2.3.2 HEFEEFIMK

EEAL  [mrEEfE v
it
EEITRICEAY |
PIFIE 0. 0. 0. 0 |
PIFIHERS | 255. 255. 258. 0 |
SHHD |
SinER | v
EN. )
HHERE
PRI 192, 168. 1.1 |
PIFIRERD | 265. 266. 265. O |
B0 | |
Bl | wia w
A
=R
NELMEEET | esp-assi28 w
LT
(&% (B8] (B9 (BEE)

B 12-18 Zh&AEBEBIMK
E CWRBIMN S T AP N ALNSE, KEAH N H.

& ERUIA: RBEEFHFIELDIMC, FERXMTEOLN, EfL IPSec BEIEIN A B %R
REAE R 2Ty, H. IPSec BEIE P i #5123 £ BT S b AT 20— B BUi) IKE B3

1

® 540 ID: BEM BT K H 4 D,

& SRR @wim S ID SRR, A7 “Email #uhik. A2 ik = AN
A

® G ID: AHAIRL R IAIER) Sy 1D,

@ GOrRAL AMGH ID KA, A Email #idik7 AT RCIP Hihik = ANk
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12.2.3.3 X HEIAERS|AH

EEAE [ MAESSEEEE v

R 015 |
PIFE 0.0, 0.0
PIFIERD | 265. 258. 265. 0
Bi{%ID
SR | whg v

A Hi R
PIFE 192,168, 1.1 |
PIFIRERS | 255. 268. 265. 0 |
S#D | |
SR 6y v

=T

MTMEEET | esp-aes128 w

EEREIREEINE

B 12-19 XFEhAERED|A M

XITENASERL DA S EAE AT DA, KRAE —— Rk, 5 “XI7shaiEs
FIAM” W, R OCHE (A ERECE .. XML, BN IPSec BRIE N A
B REAE WA N7, H. IPSec BEIE Py i # W 1206 FE I AR AT 28— B BU) IKE Bhid
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12.2.4 IPSec Mg & 5245

12.2.4.1 WM

L I3
LAN: 192.168.1.1/24 LAN: 192.168.16.1/24
WAN:200.200.202.126/24 WAN:200.200.202.127/24
| | | | % IPSec F&i&
.4 _
* UTT VPN R3¢ UTT VPN 3% iE
N <,
d - &

B 12-20 W3 M E

FEARTT S, FEA A RTE B ZEAb 5T — A0 A vl Ay B2 n] DUSIZEI A b Fag s 9 P 350 08 5 )
A E VTR AT RAEH IPSec Uiz VPN fEid, PR VPN B SCHME 28 4 2%,
Hhban R

AwiiEPS
W HBL: 192.168.1.0/24.
LAN [ IP Hihik: 192.168.1.1/24.
WAN1 484 : 200.200.202.126/24.
AERT MK
WIBL: 192.168.16.0/24.
LAN [ IP Hiht: 192.168.16.1/24.

WAN1 [ IP Hifik: 200.200.202.127/24.

RESENT:
1. Ao Lo
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BEEAL | FEme |
v ==
Pt (42 | 200. 200. 202. 127 |
PIFE 152, 168. 16. 1 |
PIFIHERD | 255. 266. 255. D |

+H

FHIERE

PIFIHAE 192, 168, 1.1 |

PIFIRERS | 265. 266. 265. O |
FEER

}Eﬁgﬁ%ﬁ LILLITXIY)

InEEiAEENE |esp—aes128 ~

EETIETT

(B%) (EE) (9 (E5)

A 12-21 MSCERRERE 1

28 55t 9 S I BEE R B 5T RS WAN 1P Hishik 200.200.202.127, 328 5 4 9 ik b 52 7
KRH LAN [ IP Mtk 192.168.1.1, AHiZbwe 4 WANT [, & —Fr Bt =888
testing, 25 B in# N uEH %A esp-ase-128.

2. PEIEHRTMR
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EEAR  [FErE v/

FISSHt (45 | 200. 200. 202. 126 |
P’»]ﬂbmijt|192.1ﬁa.1.1 |
P FEIHERD |255. 255, 266, 0 |

FN. |
FHEEE | wa
PIFIHE 192, 168, 16. 1 |
PIFIRERS | 255. 266. 265. |
ERER
}EHE%%H LILLITXIY)
InEEiAEELE |esp—aes128 w
EETETT

(&%) (EE8]) (B E5)

A 12-22 MSCE|MREE 2

28 55t 9 S I BEE Ok IRE RS WAN 1 1P Hishik 200.200.202.126, 326 5 4 9 ik 16 7
RHT LAN [ 1P Hihik 192.168.16.1, AHhgfe/c WANT [, & —Fr B it =888
testing, 25 B in# N uEH %A esp-ase-128.

BEERRE:

IrARE AN T, BRI IPSec SEHIEREAEE . W KPR LA E IPSec SL4ilff) SA
WA w2 P R AR E 12 2545 S

IPSecis BHlxk 114

M B-F W FT-F BEA #a # L %

D | S | satts T TAME | SHEIE | SHAR Fii
(o1 EEar 200200202127 192.168.16.1 WANA 192.168.1.1 K4 i
O] 23 /27T @z [ ewzs | BErezE | (WG

B 12-23 IPSec EERE—EEMX
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IPSec{s BRIFE 114
M BT T F-T BER A = -

D [ F6eF | Satta e TRAR | FHEE | FHAR =
D1 [ =2ara 200.200.202126 19216811 WANA 192.168.16.1 k4 i
O] it /2Tt (&= (BF) Fheea ) hrazs | (1%

B 12-24IPSec EERE—ILFEM K

12.2.4.2 —HEZE

L Sl

LAN: 192.168.1.1/24 LAN: 192.168.16.1/24
WAN:200.200.202.126/24 M WAN:Zh 23R EX

| || || @ IPSec B&iE

. 4
‘ UTT VPN 3% UTT VPN 3%
-~
B 12-25 —HEAEINE

TEARTT N, FEA R Bl Edb T — AN 2wl Ay B n] DUSIE P Hb = 35000 Py 3518 8 J5 1Y)
A E Vi) AT RAEH IPSec Pz VPN fEiE, PR VPN B SCHME 28 4 2%,
Hhkn R

w{UPS
WM EBL: 192.168.1.0/24.
LAN [ IP Hiudi:: 192.168.1.1/24.
WAN1 F44: 200.200.202.126/24.
ALK 2
WIMMBL: 192.168.16.0/24.
LAN [ IP Hiihi:: 192.168.16.1/24.
WANT 1P Hiik: B3k .

FEPBRUT:
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1. BE E#MOC

EEARN  [HramEsiE v

Rl (3 |
PIFIHE | 192. 168. 16. 1
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ESP 50 Encap Security Payload
AH 51 Authentication Header
RVD 66 MIT Remote Virtual Disk
EIGRP 88 Enhandced Interior Gateway Routing Portocol
OSPF 89 Open Shortest Path First
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Bl D IR S5 S 11
AN
ff%D 5 FH B 55 dm
M55 Uity 115 i i
echo 7 tcp
echo 7 udp
discard 9 tcp
discard 9 udp
systat 11 tcp Active users
systat 11 udp Active users
daytime 13 tcp
daytime 13 udp
gotd 17 tcp Quote of the day
qotd 17 udp Quote of the day
chargen 19 tcp Character generator
chargen 19 udp Character generator
ftp-data 20 tcp FTP, data
ftp 21 tcp FTP. control
telnet 23 tcp
smtp 25 tcp Simple Mail Transfer Protocol
time 37 tcp timserver
time 37 udp timserver
rip 39 udp Resource Location Protocol
nameserver 42 tcp Host Name Server
nameserver 42 udp Host Name Server
nicname 43 tcp whois
domain 53 tcp Domain Name Server
domain 53 udp Domain Name Server
bootps 67 udp Bootstrap Protocol Server
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bootpc 68 udp Bootstrap Protocol Client

tftp 69 udp Trivial File Transfer

gopher 70 tep

finger 79 tcp

http 80 tcp World Wide Web

kerberos 88 tcp Kerberos

kerberos 88 udp Kerberos

hostname 101 tcp NIC Host Name Server
iso-tsap 102 tcp ISO-TSAP Class 0

rtelnet 107 tcp Remote Telnet Service

pop2 109 tcp Post Office Protocol - Version 2
pop3 110 tcp Post Office Protocol - Version 3
sunrpc 111 tcp SUN Remote Procedure Call
sunrpc 111 udp SUN Remote Procedure Call
auth 113 tcp Identification Protocol
uucp-path 117 tcp

nntp 119 tcp Network News Transfer Protocol
ntp 123 udp Network Time Protocol

epmap 135 tcp DCE endpoint resolution
epmap 135 udp DCE endpoint resolution
netbios-ns 137 tcp NETBIOS Name Service
netbios-ns 137 udp NETBIOS Name Service
netbios-dgm 138 udp NETBIOS Datagram Service
netbios-ssn 139 tcp NETBIOS Session Service
imap 143 tcp Internet Message Access Protocol
pcmail-srv 158 tcp PCMail Server

snmp 161 udp

snmptrap 162 udp SNMP trap

print-srv 170 tcp Network PostScript

bgp 179 tcp Border Gateway Protocol
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irc 194 tcp Internet Relay Chat Protocol
ipx 213 udp IPX over IP

Idap 389 tcp Lightweight Directory Access Protocol
https 443 tcp MCom

https 443 udp MCom

microsoft-ds 445 tcp

microsoft-ds 445 udp

kpasswd 464 tcp Kerberos (v5)

kpasswd 464 udp Kerberos (v5)

isakmp 500 udp Internet Key Exchange
exec 512 tcp Remote Process Execution
biff 512 udp

login 513 tcp Remote Login

who 513 udp

cmd 514 tcp

syslog 514 udp

printer 515 tcp

talk 517 udp

ntalk 518 udp

efs 520 tcp Extended File Name Server
router 520 udp route routed

timed 525 udp

tempo 526 tcp

courier 530 tcp

conference 531 tcp

netnews 532 tcp

netwall 533 udp For emergency broadcasts
uucp 540 tcp

klogin 543 tcp Kerberos login

kshell 544 tcp Kerberos remote shell
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new-rwho 550 udp

remotefs 556 tcp

rmonitor 560 udp

monitor 561 udp

Idaps 636 tcp LDAP over TLS/SSL

doom 666 tcp Doom Id Software

doom 666 udp Doom Id Software
kerberos-adm |749 tcp Kerberos administration
kerberos-adm | 749 udp Kerberos administration
kerberos-iv 750 udp Kerberos version IV

kpop 1109 tcp Kerberos POP

phone 1167 udp Conference calling

ms-sql-s 1433 tcp Microsoft-SQL-Server

ms-sql-s 1433 udp Microsoft-SQL-Server

ms-sql-m 1434 tcp Microsoft-SQL-Monitor
ms-sql-m 1434 udp Microsoft-SQL-Monitor

wins 1512 tcp Microsoft Windows Internet Name Service
wins 1512 udp Microsoft Windows Internet Name Service
ingreslock 1524 tcp

12tp 1701 udp Layer Two Tunneling Protocol
pptp 1723 tcp Point-to-point tunnelling protocol
radius 1812 udp RADIUS authentication protocol
radacct 1813 udp RADIUS accounting protocol
nfsd 2049 udp NFS server

knetd 2053 tcp Kerberos de-multiplexor

man 9535 tcp Remote Man Server
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